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Today’s smartphones, 
tablets and laptops 
are as powerful as 
desktop computers.  
But you’re far more 
apt to lose them and 
run the risk of handing 
over your personal 
information to 
criminals.  

Not only are these 
devices powerful, 
they’re also incredibly 
popular. Today there 
are as many portable 
devices as there are 
people. And we use 
them at work all the 
time. About 7 in 10 of 
the devices 

connecting to an 
organization’s 
computer network are 
iPhones, Android 
phones, tablets and 
other wireless devices. 

How can you keep 
information on your 
smartphone and 
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tablet out of the hands of bad guys? It’s 
an important question because 
information on your mobile devices 
deals with your family and your job. So 
here are three important steps to take.  

  

Step #1: password-protect your phone 
or tablet. You should always have to log 
in to use it! Frankly, most of us don’t 
password protect our phones because 
we either don’t know how to do it or 
don’t want to deal with the 
inconvenience. But this the first and 
easiest step in protecting yourself. 

Use a PIN or password, or a fingerprint 
lock on your tablet or smartphone. The 
“settings” area of your mobile device is 
where you set a password or fingerprint 
lock. If you’re not sure how to set it up, 
you can Google the brand name of your 
phone or tablet plus the words “set 
password” and get step by step 
instructions. 

Setting a password will make it more 
difficult for someone to access the 
personal information you’ve entered on 
the device. If you lose your phone or 
tablet and it requires a password to use, 
you may be able protect it long enough 
to track it down…or, if necessary, erase 
all the data off it remotely so a thief can’t 
read it.  

Step #2: make sure you have the latest 
(and therefore most secure) versions of 
your apps and operating system 
software. Most phones have a setting 

that allows many updates to be installed 
automatically in the background so you 
don’t have to worry about it. When you’re 
downloading apps, make sure the apps are 
coming directly from trusted sources like 
your carrier’s app store, not a website 
dedicated to the app. By installing software 
updates as soon as possible, you can avoid 
a potential security risks. Yes, updates to the 
operating system can take a while to install, 
but it’s worth the investment.  

  

#3: always be on the lookout for 
questionable content. Phoney, dangerous 
links can appear as text messages as well as 
emails. Often, these bad links come from 
someone you recognize, but that’s not a 
guarantee the message is legit. Remember, 
the person may have been hacked and not 
even know it! So do not enter information 
like passwords or click on links offered in 
messages that you aren’t expecting, 
particularly if they’re urgent.   

Finally, when it comes to using Wi-Fi outside 
of your home, stick to secure networks 
whose name you recognize that include a 
“lock” symbol next to the Wi-Fi network’s 
name. Yes, this takes a little more time, but 
it’s worth it. Unprotected networks often 
found in airports, coffee shops, restaurants 
and other public places, can easily open 
your device up to hackers. So look for the 
lock.  


