
The Nigerian prince

Phishing is where a fraudster sends a misleading email or text designed to steal your money, take control of 
your computer or collect personal information to impersonate you. It’s a big business: a new phishing 
website launches every 20 seconds. Sometimes, criminals make the effort to get personal with messages. 
They send emails and texts claiming to be a manager at work, an old friend, a friend at church or someone at 
your child’s school specific to you with urgent instructions. This is called “spear phishing.” 

“Hello (Your name): 
I am a member of the Nigerian royal family. I am 
urgently requesting your assistance in transferring 
$56 million of excess money out of Nigeria 
immediately. I will pay you for your help. Please 
respond with your primary bank account 
information so we can transfer these funds to you.”

“From: techsupport@app1e.com
To: (Your name):

Your Apple account (your real Apple ID here) 
has been suspended for non-payment. Please 
click here to update your credit card 
information.” 

This Nigerian email may seem like an obvious 
scam to you, but it still collects nearly a million 
dollars a year from victims. Be suspicious of 
emails that instruct you to download a file or click 
on a link. 

Scammers often masquerade as Apple and 
Netflix. The scammer offers a big discount on a 
new product or threatens to suspend an account 
for non-payment. Note the Apple sender’s address 
uses the number “1” instead of the letter “l.”

From: (Your employer) accounting
“To: (Your name)

We’re having a problem with the tax withholding 
your upcoming paycheck. Please take a photo of 
your most recent pay stub and email it to me to 
confirm your pay rate.” 

Scammers love it that you are concerned about 
your paycheck, income taxes and health care. 
They often use these topics to get you to respond 
to their urgent, emotional emails.

“From: Accounting
To: (Your name),

Are you at your desk? I need you to process a 
wire transfer right away. Please transmit ($$$) to 
(name). Respond to me with any questions. 
Regards, Jane”

Spear phishes often demand that you break 
company policy or normal behavior by invoking 
sympathy, urgency or fear. Check the sender’s 
email address. It’s almost always not your 
organization’s real email address. 

“Attention (Your name):
I have compromising photos of you. To prove I’m 
serious, I know your password. It is (one of your 
actual passwords appears here). You must pay 
me $500 using this link or else I will send these 
photos to your friends and family.”

This is called “sextortion” and it’s a fast growing 
$3 billion a year crime. Don’t panic. They got your 
password following the hacking of a website 
where you had an account. Do not pay the 
ransom.

“From: (Name of your child’s real football coach)
To: (Your name)

We have changed the football practice schedule 
for the upcoming season because of COVID-19. 
Please review the attached for more information 
on revised times and locations. Looking forward to 
seeing (your child’s name) this fall.” 

The scammer used your social media accounts to 
learn the name of your child and coach. 
Downloading and opening the document will infect 
your computer with malicious software. 
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Your account is being suspended

Money trouble at your job Fake wire transfer

Sextortion threat Alert from someone you know


